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Agenda

* Introduction: SGSB, PCI DSS standard and Oracle

* Transparent Data Encryption Performance Testing:
project goals, business activity simulation and test cases,

testing platform architecture, performance indicators

 TDE Performance Testing: Test results
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Societe Genérale Splitska Banka

* Member of Societe Générale Group, strong financial institution
operating as a universal bank on Croatian banking market, holding a

8.5% market share and having 1550 employees.

e 121 branches, 500,000 individual clients and 25,000 corporate clients

* Vision: to be one of the leading Croatian banks with the support of a
major European banking group, with customer-oriented staff and unique

and efficient processes and technologies.
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Societe Genérale Splitska Banka

* In process of migrating to the new core banking system,

using Oracle database software (10gR2 on AlX)

* In process of acquiring PCI DSS certificate (VISA)
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PCI DSS — Payment Card Industry Data Security Standard

« Set of comprehensive requirements for enhancing payment account

data security

* Developed and maintained by the founding payment brands of PCI

Security Standards Council

* To facilitate consistent data security measures and prevent credit card

fraud through increased data and procedures controls
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PCI DSS Requirements

Build and Maintain a 1. Install and maintain a firewall configuration to protect
Secure Network cardholder data

2. Do not use vendor-supplied defaults for system
passwords and other security parameters

Protect Cardholder 3. Protect stored cardholder data

Data
4. Encrypt transmission of cardholder data across open,
public networks
Maintain a o
Vulnerability 5. Use and regularly update anti-virus software on all

Management Program systems commonly affected by malware

6. Develop and maintain secure systems and applications

SPLITSKA
BANKA

SOCIETE GENERALE GROUP 6



CO14

hroug

PCI DSS Requirements

Implement Strong
Access Control
Measures

Restrict access to cardholder data by business
need-to-know

8. Assign a unique ID to each person with computer
access

9. Restrict physical access to cardholder data

Regularly Monitor 10. Track and monitor all access to network resources
and Test Networks and cardholder data

11. Regularly test security systems and processes

Maintain an OV iy that add " )
Information Security ' alnt_atun a policy that addresses information
Policy security
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PCIl DSS and Oracle

e Oracle Database implementation that stores, processes,

or transmits cardholder data - in the scope of PCI DSS compliance

* Requirement 3: protect stored cardholder data

(Oracle Advanced Security Transparent Data Encryption - TDE)
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PCIl DSS and Oracle

- Payment Card Industry, PCI DSS Requirement 3.4
Requirement 3: Protect stored cardholder data

3.4

3.4.1

3.5

3.5.1
3.5.2

Render PAN, at minimum, unreadable anywhere it is stored (including
data on portable digital media, in logs, and data received from or
stored by wireless networks)

If disk encryption is used (rather than file- or column-level database
encryption), logical access must be managed independently of native
operating system access control mechanisms (for example, by not
using local system or Active Directory accounts). Decryption keys
must not be tied to user accounts.

Protect encryption keys used for encryption of cardholder data against
both disclosure and misuse

Restrict access to keys to the fewest number of custodians necessary
Store keys securely in the fewest possible locations and forms.
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PCIl DSS and Oracle

* 3.6 Fully document and implement all key management processes and
procedures for keys used for encryption of cardholder data, including
generation of strong keys, secure key distribution, secure key storage,
periodic changing of keys

3.6.5 Destruction of old keys

3.6.6  Split knowledge and establishment of dual control of keys (so that it
requires two or three people, each knowing only their part of the key
to reconstruct the whole key)

3.6.7 Prevention of unauthorized substitution of keys

3.6.8 Replacement of known or suspected compromised keys

3.6.9 Revocation of old or invalid keys

3.6.10 Requirement for key custodians to sign a form stating that they
understand and accept their key-custodian responsibilities.
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PCIl DSS and Oracle

« Oracle DBMS Obfuscation Toolkit (DOTK)
(Oracle 8g & 90)

Oracle DBMS_CRYPTO package
Oracle Advanced Security Option:
Oracle Transparent Data Encryption (TDE)

Oracle Database Vault
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* Native database solution completely transparent to existing applications
(no triggers, views, or other application changes required)

Data is transparently encrypted when written to disk and transparently
decrypted after an application user has successfully authenticated and
passed all authorization checks.

10g — Column Level Encryption vs. 11g — Tablespace Level Encryption
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TDE setup

« TDE - Oracle 10g EE Advanced Security option
Specify wallet location, open the wallet

Copy table mocarte _nocrypt to mocart_crypt (AES128) and
mocarte crypt2 (AES256) and encrypt columns (one column
per table), no salt option

Initial “feel” testing: copy tables, data pump export
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Data Encription Performance Testing
sanka -~ « Client and End user of Card System
& » Societe Générale BHFM/DSI/ATR — Project Coordination

« External Benchmark Expert
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Project Goal

*  Analysis the performance impact of TDE (Oracle Data Encryption)
on the DeltaBank Card Management system

- Impact on OLTP activities

- Impact on Batch activities

- Oracle Auditing performance impact
- Oracle infrastructure overhead

e Scalability and limit testing

- DeltaBank Card Management system future performance with
Data Encryption

« Recommendations
- Oracle & DeltaBank Application parameter tuning
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Test cases

* |: Performance Baseline without Oracle Data Encryption (2009 vol.)

—T1: SELECT (20 to 1000 TPS, 1 to 8 Oracle Connections)

— T2 : UPDATE (20 to 100 TPS, 1 to 8 Oracle Connections)

— T3 : INSERT (20 to 100 TPS, 1 to 8 Oracle Connections)

— T4 : SELECT + UPDATE + INSERT (20 to 1200 TPS, 1 to 8 Oracle Connections)

* |I: Performance Baseline with Oracle Data Encryption

—T5: SELECT (20 to 1000 TPS, 1 to 8 Oracle Connections)

— T6 : UPDATE (20 to 100 TPS, 1 to 8 Oracle Connections)

— T7 : INSERT (20 to 100 TPS, 1 to 8 Oracle Connections)

— T8 : SELECT + UPDATE + INSERT (20 to 1200 TPS, 1 to 8 Oracle Connections)

* lll: Capacity planning with Oracle Data Encryption (2011 volume)

— T10 : SELECT (20 to 1000 TPS, 1 to 8 Oracle Connections)

—T11: UPDATE (20 to 100 TPS, 1 to 8 Oracle Connections)

—T12 : INSERT (20 to 100 TPS, 1 to 8 Oracle Connections)

—T14 : SELECT + UPDATE + INSERT (20 to 1200 TPS, 1 to 8 Oracle Connections)
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Flow Request type Actvity (TPS) ! )

Authorization Select 20 TPS (99 %) w

B : Batch 70 000 movements per day

Oracle

Mew card confirmation Update 1%
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Testing platform architecture

SQL

Load Simulator

€ 9
N

(

Oracle
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Borland SilkPerformer - software-application
performance, load, and stress testing.

Customized load tests

SilkPerformer's reporting tools

(Silk Performance Explorer)
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DS8300
128 GB Cache
22718
128*300GE
15KRPM

=

LPAR Oracle
t _ 4 PE 4.2 Ghz
% __.._:'.. et e— 56 GE Mem

Raid 5

Load Simulator
Console
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Performance indicators

* Response Time

— SELECT
— UPDATE
— INSERT

* Qracle Server Resource Utilization

— CPU
— Memory
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Defining customized load tests

Egﬁ File Edit Record Script Projed Run  Results Tools View Settings Window Help S
NEHIBR 82 20N p DRI b LB s o g
o = 7 X r w
H e bl bt TEY &P
Outline Project  Model Script Try Script Customize Test Find Baseline  Confim Baseline Adiust'Workload  RunTest  Esplore Resuls  Fevee Frojct ) y
Project %A |e BATCH2bAF X b
B Project 'SG3E' I =
Profiles <+ Recorded 14-09-2009 by SilkPerformer Recorder v7.9.0.3643
Scripts [6) ) 7
" - - - #7 Rul t "ASP .NET ViewState"
. BATCHZ, bdF {C:\Program F\Ies\Borla.ndlsl\kPerformer 2009 wWorking!Proje i i Eu?g SR ll?z;lazee_VIEUETATE "
- [@H BATCH3_SELECT bdf (C:\Program Files\Borland)SikPerformer 2009\ Wor ## % Rule "Parse and Replace _ EVENTVALIDATION®
@ BATCHS_UPDATE.bdf {C:\Program Files\Borland) SilkPerformer 2009} \War Fid
(&R BATCH4.bdF (C:\Program Files\BorlandiSikPerformer 20091 Working!Proje @codepage(1250)
@- MEW _CARD.bdf {C:\Program .F||es'l,BorIand'l,SlIkPerFormer ZUUQIIIWDI:KIHQ\,P Henekiige S I Pe e S REGsrdaT
(e TDE_SGSB.bdf (C:\Program Files\Borland|SikPerformer 2009\Working|Pr
Elgl Include Files (5) use "Kernel bdh"
@ db.bdh {c:Yprogram Files\borlandsilkperformer 2009 workinglinclude) use "Oral bdh"
@ kernel.bdh (c:hprogram Files\borlandsilkperformer 2009 workinginclude’,
e bounds.bdh {c:\program files\barlandisilkperfarmer 2009 warkin const : :
@_ neastrenourcs, Hiprogl CONNECTSTR c="poidssspoidss@DITSGSE"
@ ora.bdh {c:\program files\borlandisilkperformer 2009 warkinghincludel)
(@} orad.bdh {ci\program Fles\borlandisikperformer 2009 workinglincludet) dclparam -
=) % Dt Files (4) =trCLI : string:
™ . . strAGE : string;
4] B3_CRYPT.csv (C:\Program Files\Borland|SikPerformer 2009\ WorkingiDa =trDEV e
- £3] B3_NOCRYPT.csv (C:\Program Files\BorlandiSilkPerFormer 2009y working =trNCP . =tring.
Ea BKCLLCSY (C\Program Files\Borland|SilkPerformer 2009\WorkingDatal) strHCART A Strl:.ng;
o] cli.csy (C:\Program Files\Borland! SikPerformer 20090 Warking)Datal) strREFCAR ¢ string:
[-E Agents
=B workloads (3) FL 1
% BATCHZ user
g BATCH3 SELECT CRYPT Vl=zer .
transactions
Q BATCHI SELECT NOC TInit T
£ BATCHS UPDATE CRYPT THain iy
Q BATCHS UPDATE NOC TShutdown : end;
@ BATCH4 SELECT
Mew Card e
B workloadt hConnect : number;
fetched ¢ number:
cl I CUrsor;
Arlrand =
| | r
Cutput o ox

1 | 3

ElProject | PResuits [} active scipt WISV comiter, wirtual User |~ Simulstion Cortroller
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Executing load tests

Workload Configuration 2lx|

Workload I.ﬂgent Assignment |

& Increasing
" Steady State

" Dynamic skart users = users
 allDay
£ Queuing ®
time
Uszer Tupe bda. Start Time Simulation “wiarmup Meazurement | Stark Add Increase
Senpt Usergioup Frofile Yuzers Offset Time Time Time Users | Users after
BATCHZ bdf User Profilel 1 00:00:00 00:30:00 00:00:00 00:00:00 1 a 00:00:00
BATCH3_SEWlser Profilel 40 (00:00:00 001320 000000 00:00:00 1 1 000020
BATCH3_UF:Wlser Profilel 40 (00:00:00 001320 000000 00:00:00 1 1 000020
BATCH4 bdf {Wlzer Profilel 40 (00:00:00 001320 000000 00:00:00 1 1 000020
ME'WwW_CARDWlser Profilel 40 (00:00:00 00:13:20 000000 00:00:00 1 1 000020
TDE_SGSE. {Wlser Profilel 40 (00:00:00 00:13:20 000000 00:00:00 1 1 000020
CStarttme — |  rSetings | |oadtest =
(S IDD:DD:UD [™" automatically start monitaring description:
1 Truelog ©n Errar
¢ Relative .
£ Absolute |v Enable real-time measures _I

Canfigure All Day Warkload, .. |

OF I Cancel | Help |
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Select Report - Find Foot Cau
1 Overview SGSB-BATC

Borland

Overview Report
ere dit e

Project: SG5E
Load test: 1}

Stark date/time:

Duration of simulation: 00:15:00
Agents: 1

Users: 1

Report Description:

General Project Settings
Application bype: Oracle
‘orkload:

workload model: Increasing

Results forBATCH3_SELECT.bdf/¥User /Profilel_1

The custom timer measurement group conkains timers that are defined in the load-testing script. For each timer that is started with the MeasureStart function, a bime measurement is displaved; the measurement
name is kaken From the first parameter that is passed to the Measurestart Function,

Mame fvg Min Max Caount Measured StdDew Boundl Bound2
#0verall Response Time#

Response time[s] 5,802 5,767 5,837 2 z 0,035

Check if card exists Crypt

Response time[s] 5,837 5,637 5,837 1 1 0,000

Checking if card exist NoCrypt
Response time[s]

Results forBATCH3_SELECT.bdf/¥User /Profilel_1

22,9.2009 16:45:04

BATCHY _SELECT_C

1

Active Users

This chart shows the overall number of active virtual users, & virtual user is considered as active i
the user has started and is currently in one of the following states: executing, wait DB, document
downloading, and thinktime.

Click here to edit text,

active users

number of concurrent users: 1

transactions /sec

Transactions

The number of SilkPerformer transactions per second,
Click here to edit text,

number of transactions: 120

average number of transactions/sec: 0,13

2l =ec

Errars

This chark shows the number of AP errors per second, including Internet, database, and middleware ﬂ
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Conclusions and recommendations

*  Bulk operations (expdp, copy lines, sorting by encrypted column) —

high response times increase

* Realistic batch processing (example loads) —

no significant response time, performance or server stress difference
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Questions?
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Thank you for your attention

llonka Duka, dipl. ing.ele.
IT Infrastruktura
Splitska Banka Societe Générale d.d.
ilonka.duka@splitskabanka.hr
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