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Zadavanje komandi operativhom sistemu
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select * from users where

¥

password select * from users where
Sessesseanens username = ‘admin’
and password=‘adminisst12’

Username

admin
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select * from users where

R

Username

admin' or 1=1-

Password select * from users where
username=‘admin’ or 1=1 --
and password="‘fhsdjfsdfjd’
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Username

admin' union select” from credit_cards|—

Password

select * from users where

R

select * from users where
username=‘admin’ union
select * from credit_cards --

and password=‘fhsdjfsdfjd’
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select * from users where

Username

admin' update users set mail="pri@st.co’ where id=1- SeIeCt * from users Where
username=‘admin’; update
users set mail="pr@st.co’
where id=1 --

and password=‘fhsdjfsdfjd’

Passward




parallel Blind SQL Injection

# |
e Napa

Page not Found

Sorry but the page you are loaking for
cannot be found.
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Page not Found

but e looking for

if exists (select * from
users) sleep(15)

Page not Found

Cekaj 15 sekundi




parallel

oracle expert team
r

BSQL Hacker v0.9.0.9 - Beta but Getting There!
File Templates Imjection Import Edit Exploits  Help

& = o Injection Wizard | ») Start Stop | ORACLE = o TestInjection | |3 Automated Attack | (@)

‘&’ Dashboard |.:>'3 Detection | £+ Reguest & Injection | <7 Settings | | Edracted Database

Target URL : |
— Status

Request Count Speed Time Max Thread :
0 0 —‘ |_Drx‘5 |_Dsc_ | 10 e e e e

—Request Histooy ————— — Preview

¥ Enable History (3 Web Preview | <>, HTML | Raw Request | Appication Log
Wersion check finished.
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Poruke o greskama odaju
previse pode

Baza potpuno veruje
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Koristiti Database Firewall za
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#7 Built-in 2 Custom  (Foapn;
D Reports [ﬂ Reports i:j;PO“C'es

Proverava svaku SQL naredbu i na
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| Database Firewall

Management Server Policy Analyzer

Database Firewall Database Firewall

' Blocks unauthorized traffic HAMOode)

*  Maonitors access Reports, archives repository Creates security policies

*  Firewall mgmt, policy mgmt Runs onWindows desktop
Alerts, integration

Hemote/Local Maonitor

i i *  Forwards network traffic

MEcroson B SvRASE Microsolt B Sy
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/ ORACLE Dashboard Appliances Monitoring Reporting Archiving Logout
Oracle Database Firewall Management Server Administration Console Miclcomme ¥ ou areloggedinas: 2aki i Version: 5 41| 1025236
Throughput Status: OK Traffic Snapshot at 2011-05-20 02:52
Known Blocked: 12 Statement Rate: 0 {I"IO filter active)
Unseen Blocked: o] Total Statements: 284
Known Warned: 261 {In Last Hour)
Unseen Warned: o Warned and blocked statements
2011-05-19 23:37:13 - 2011-05-2002:37:13
Quick Start
o & 3 »
(&¥Q Monitor databases -@' System settings . = — — — — i
Throughput [statements/zec]
Top Ten Threats (Last Week) 2011.05-19 23:37:12 - 2011.05.20 02:37:12
Count Status Statement Seen LogLlevel Source Destination - ,
3 A selectsalaryfrom.  yes always 1921624832 1921684610 ]
4 4B select*fromvEve.. yes always 192.168.46.32 192.168.46.10 a3 //_ \1 f’
2 ik select * fromvEBve... yes  always 192.168.46.32 192.168.46.20 - o e s a1 P
1 select * from empl. .. yes  always 182.168.46.32 192.168.46.10
‘Number of statements [statements/second]
12 select parameterv.. wes  always 1821684632 1821684610 2011-05-19 23:37:13 - 2011-05-20 02:37- 13
1 select parameter,y.. yes  always 1921684632 192.168.46.20 >
4 alter =ession set ... wyes  always 192.168.46.32 192.168.46.10 13 f.
2 atersessionsst..  yes always 1521684632 192.16846.20 2 7
1 SELECT #68EESF ty..  yes  always 192.168.46.32 192.168.46.10 10 G S i i _L,,
o aEy ) = = Lol
45 select 0 fromDba_... yes  always 18921664632 192.166.46.10
Most blocked clusters (last hour)
Enforcement Points .
Name Appliance IP Address ‘
enf_point DBFirewall 192.168.46.7
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28544362 .Pass
151522608 (g Pass
192357953 @ Pass
203175021 /1, Wam
245408782 /1, Wam
310115106 /1. Wam
370316295 /1. Wam
379470739 /1, Wam
471940417 /4, Wam
476443515 /1. Wam
998985961 LllPass
721721395 EdlBlock
775255104 8l Block
781921795 WgPass
513890625 L4 Pass
814986371 /1. Warn
533360185 L Pass
847618732 (" Pass
864971147 L@ Pass
80700803 |4 Pass
952225707 [ dlPass
994124125 {4 Pass
1045751591 LdlPass
1361014943 | @ Pass
1373844356 (74 Pass
1498987224 M Pass
1648118752 [/ Pass
1350358902 |4 Pass
1885932416 1, Warn
2129816678 /1. Wam
2382142404 [ Pass
2486962943 /£, Wam
2530045733 4 Pass

90534966 L Pass

AJways
Always
Alnays
Always
Alnays
Always
Alnays
Always
Alnays
Always
Alnays
Always
Always
Always
Always
Always
Alnays
Always
Alnays
Always
Alnays
Always
Alnays
Always
Always
Always
Always
Always
Always
Always
Always
Alnays
Always
Alnays

-

A

|_|M|r10r
|zl Major
| Minor
|_| Moderate
|| Moderate
|_| Moderate
|| Moderate
|_| Moderate
| Minor
| Minor
| Minor
HMajor
|l Major
UMinor
| Minor
|_| Moderate
ud Minor
| Minar
| Minor
| Minor
| Minor
| Minor
| Minor
| Minor
UMinor
| Minor
UMinor
|| Moderate
|| Moderate
|| Moderate
| Minar
|| Moderate
| Minor
| Minor

Database firewall policy analyzer

select O from dba_tab_columns where 0=0
select 0 from dba_objects where 0=0

select * from wSwarsion where bannier like '£2
select 0 from dba_triagers where 0=0

zelect * from ( select o.object_name, o.obje
select'##£##%# type, username owner, use
select SForadedictionarygqueries. all_timestamp
select partition_name  from sys.all_tab_pa
select table_owner, table_name from al_syne
select'#££#£# type, username owner, use
select 0 from dba_tab_prive where 0=0
select 0 from dba_synenyms where 0=0
select salary from employees

select * from employees

select O from sys.objg where 0=0

select sys_context{ #8555 8555553
select [oradedictionaryqueries. all_table_aras
alter session set time_zone = '### #5555
select O from dba_queus_tables where 0=0
select 0 from dba_directories where 0=0
select count{d) from all_ohjects where object_
select O from sys.external_tabs where 0=0
select dbtimezone from dual

select O from sys.dba_recydebin where 0=0
select O from dba_snapshot_logs where 0=0
select O from dba_plsgl_object_settings where
select 0 from dba_views where 0=0

select O from dba_indexes where 0=0

select = from sales

alter session set plsgl_optimize_level=0
select = from promotions

select O from dba_sditions where 0=0

select count{®) from sales

select 0 from dba_gueues where 0=0

select f“oradedatabaseimpl. all_rales_query™}

e Statement _Comt | ioaddresses £ Tobles 5] _cohunns 5]

3/192.168.46.32
4/192.168.46.32
2/192.168.46.32
2/192.168.46.32
1192.168.46.32
2/192.168.96.32
1/192.168.46.32
2/192.168.496.32
2/192.168.46.32
3/192.168.46.32
2/192,168.46.32
1/192.168.46.32
1/192.168.46.32
4/192.168.46.32
“4/192.168.46.32
2/192.168.46.32
4/ 152.168.46.32
3/192.168.46.32
2/152,168.46.32
4/192.168.96.32
3/192.168.46.32
4/192.168.496.32
3/192.168.46.32
192.168.496.32
192.1568.46.32
192.168.46.32
192.168.46.32
192.168.46.32
192.168.46.32
192.168.46.32
192.168.46.32
152.168.46.32
192.168.96.32
152.168.46.32

| —

DBA_OBJECTS HR, SH
VEVERSION = BANMER HR, OE, SH
DBA_TRIGGERS SH
RECYCLEEIN, S¥5 *, OBJECT_ID, OF HR, SH
ALL_OBJECTS, AL COLUMN_ID, COL HR
RECYCLEEIN, Y5 RECYCLEBIM, PUR HR,, SH
5Y5.ALL_TAE_PAF PARTTTION_MAME 5H
ALL_SYNONYMS, | OBIECT_NAME, OHR, SH
ALL_OBJECTS, AL OBIECT _NAME, OHR, OE
DEA_TAB_FRIVS HR, 5H
DBA_SYNONYMS SH
EMPLOYEES SALARY HR
EMPLOYEES * HR
S¥5.0B18 HR, OE, SH
DUAL HR, OE, SH
ALL_MVIEWS, ALL ALL_MVIEWS.MVIIHR, SH

HR,, OF, SH
DEA_QUELIE_TABI HR, SH
DEA_DIRECTORIE SH
ALL_OBIECTS  OBJECT_NAME |HR, OE, SH
5Y5.EXTERNAL T HR,, 5H
DUAL HR, OE, SH
5v5.0BA_RECYCL HR,, 5H
DEA_SMARSHOT I SH
DEA_PLSQL_OBTE SH
DBA_VIEWS SH
DEA_INDEXES SH
SALES SH

HR, OE, SH
PROMOTIONS OFE
DBA_EDITIONS HR, SH
SALES SH
DBA_QUELES HR, 5H
SESSION_ROLES HR,, OF, SH

m StatementType 57| Client Progrs

Data Manipulation Read Cnly |SQL Developer

Data Manipulation Read Cnly
Diats Manipulation Read Only
Data Manipulation Read Only
Diats Manipulation Read Only
Data Manipulation Read Cnly
Data Manipulation Read Cnly
Diata Manipulation Read Cnly
Data Manipulation Read Only
Diata Manipulation Read Cnly
Data Manipulation Read Only
Data Manipulation Read Cnly
Data Manipulation Read Only
Data Manipulation Read Only
Data Manipulation Read Only
Data Manipulation Read Cnly
Diats Manipulation Read Only
Data Definition

Diats Manipulation Read Only
Data Manipulation Read Cnly
Data Manipulation Read Only
Diata Manipulation Read Cnly
Data Manipulation Read Cnly
Diata Manipulation Read Cnly
Data Manipulation Read Cnly
Data Manipulation Read Only
Data Manipulation Read Only
Data Manipulation Read Only
Data Manipulation Read Cnly
Diats Definition

Data Manipulation Read Cnly
Diats Manipulation Read Only
Data Manipulation Read COnly
Data Manipulation Read Cnly
Data Manipulation Read Cnly

SCL Developer
SCL Developer
SCL Developer
SCL Developer
SGL Developer
SOL Developer
5CL Developer
SOL Developer
S0L Developer
S0L Developer
S0L Developer
SCL Developer
SCL Developer
SGL Developer
SQL Developer
SCL Developer
SGL Developer
SCL Developer
SGL Developer
SOL Developer
S0L Developer
SOL Developer
S0L Developer
SCL Developer
SQL Developer
S0L Developer
SGL Developer
SCL Developer
SCL Developer
SCL Developer
SCL Developer
SGL Developer
SOL Developer
5GL Developer
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izvestaji

Koristi white list-e i black list-e koje

JUU

Moguce je postaviti da su za
odredenu aplikaciju dozvoljene
samo unapred poznate SQL naredbe
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Nikada ne koristiti korisnicki
~ unos direktno u sql naredbi

String ime =
request.getParameter(“ime");
PreparedStatement
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U Javi koristiti prepared
statement sa bind
~ promenljivom

PreparedStatement pstmt =
conn.prepareStatement ("insert into
EMP (EIME) values (?)");

String ime =
request.getParameter(“ime");
pstmt.setString (1, ime);
pstmt.execute();
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demoscan.scan -

Eie

Edit

View

Vew  Soan
U@ H S Osan -

=

Seaurity Issues

o

Remediation Tasks

Application Data

teted LIRLs 111/111

-

IBM Rational AppScan

IBM - AppScan

Tools Help

{4} My Application {109)

£ & htpy//demo testfirenet/ |

/@

) feedoack aspx (1)
5] high_yleld_investmer
':ﬁ search.aspx (3)
&) senveremor.aspy

&) subscribe aspx. (7)

&) survey_guestions.as)

&0 admin (1)
5 5 astoro
=) bark (B4)
&'Ji;"j'mag!s §)]
=ﬂi-"Jpr

&5 static (1)

b il e wm B &

Tolal number of isc

[ L.

H £

. |

PR . ot

g Manual Explore | & Scan Configuration ) Scan Expert - [Z] scantog JO | [l Report & Update

f@ﬁmﬁkfmmmmmmﬂﬂﬂwm%mm|

£l 108 Security Issues (783 variants) for "My Application’

i,-’ scan is Incomplate More Information  x
Amranged By: Seventy Highest on top |

® @ Bind SQL Injection (5) A
= @ Cross-Site Scripting (7)
® (&) Hitp.//demo testfire net/bank /customize aspx (1)
CE= et/ /demo testfire net/bank dogin aspx (@)
® |2 hetp//demo testfire net/bank transferaspx (2)
® |i)] hitp://demo testfire net /comment aspx (1)
&) hitp://demo testfire net /search aspx (1)
+ g hitp ://dema testfire net/subscrbe aspx (1)
HTTP Resporse Spitting (1)
Login Page SQL Injsction (2)
Microgoft ASP NET Cross-Stte Serpting (5)
Parameter DOM Based Cross-Ste Scripting (1)
Poison Null Byte Flies Retrsval (1)
Predictable Login Credentials (1)
Session Not Invalidated After Logout (1)
&) hitp //demo testfire net/bank dogout aspx (1) v

e bR AR

B

OEEEBE®
GOO@@@O

| show in Browser [ Report False Positive [ Manual Test P Delete Variant (@) Set as Non-vulnerable
Variant: 4 iofiz ~ I Orginal  sbb EF 2. | =

POST ibankilogin.aspx HTTRA.0 - . [ |
Cookie: lang=; ASP NET_Seszionid=wifffhSSbxy43g2mgogo30va; i, j‘ Vi Cint —.j—w—!
amSessionid=10532850701: amUserinfo=Useriame=anitaXResPassword | |ID: 6612 ~
=Z2GVtbzEyM z0=; amUserld=100118014; amCredit O fler=CardType=Gold&Limit

=10000&nterest=7.9 Difference:

Content-Length: 59 The folawing changes were

Accept: T a;;phedtoﬁmon_gﬁ request: o
Accept-Language: en-US 3 .22?;2:3:;::"? 3'5¢; value to %
User-Agent: Mozila/d 0 (compatible; MSIE 6.0, Win32) 2background

Host: utn'-u.ltsliu‘!.n_e! ) {lavaseript alﬁt{429§5}]422 %
Content-Type: application/x-www-form-uriencoded s R

Referer: hitp:/idemo.testfine. net’bankiogin aspx

uwid=%22%20style%l D% 22backaround:ur|(javascriptale ri(42966) % 22
H200A%I0Y 228pass w=Dlemo! 234 ¥ =1

‘| Completed Tests 15550/15550

v

4 ¢ 8 8% 98 ™

i) 1095ecuitylssues @35 W3 DR [
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SQL Injection predstavija
~napad koji je jednostavan za

U TEE VDS
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Obezbeden je disk, kao prilog
prezentacul na kolem se nalazi
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Hvala na pazniji!
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